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Agenda

What this talk is (and is not) about

@ This presentation does NOT cover:

e Specific offensive or defensive
walkthroughs

e Tool or attack demos

e Comprehensive treatment of topics
discussed



SCCM Introduction

What is Microsoft Configuration Manager?
AKA System Center Configuration Manager (SCCM)

Used for wide-scale deployment of applications, software
updates, operating systems, and compliance settings

Real-time management of servers, desktops, and laptops
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SCCM Introduction

As an attacker, why should | care?

Used by many organizations that use Windows workstations,
so you're likely to encounter it

Often used to manage clients in multiple AD domains and networks,
bypassing segmentation

Commonly misconfigured due to some insecure default settings and
poor community advice



SCCM Introduction

As a defender or administrator, why should | care?

If you work in a Windows/Active Directory enterprise environment,
you're likely using SCCM

Misconfigurations cause dangerous vulnerabilities that may lead to
domain compromise



A Brief History of SCCM Security Research

Selected SCCM Timeline

SMS was renamed to System Center Configuration Manager (SCCM) SCCM was renamed to Microsoft Endpoint Configuration Manager (MECM)

SCCM C tB h 1511
Hrrent sranc MECM was renamed to Microsoft Configuration Manager (ConfigMgr)

Release of System Management Server (SMS) 1.0
SMS Server 2003 SCCM 2012 SP1

1994 2012 2015 2020 2023

IT security coverage

DefCon 20 Talk [1] «--+-- 2012 2013 2015 2016 207%2 2023--,

\ & 2 b [ 3x Blog Posts
W e % 1x Tools

Blog Post [2] = 6x Blog; Posts
3x Blog Posts 3x Blog Posts 2% Tools

1x Tool 1x Tool

https://www.securesystems.de/images/blog/active-directory-spotlight-attacking-the-microsoft-configuration-manager/SCCM-History-Overview.png




SCCM Primer

Hierarchy: One instance of SCCM, consisting of one or more sites

Site: An environment that provides services to a scope of clients,
identified by a three-character site code (e.g., PS1)

Client/Device: Systems joined to, managed by, and that receive content
from an SCCM site through installation of the SCCM client software
(think C2 agent)



SCCM Primer

Primary Site: A site that clients can be assigned to and that is
administered using the Configuration Manager console

Primary Site Server: The system that handles processing of all client
data in a primary site, also referred to as just the “site server”

Site Database Server: The server(s) that host the database where client
and server data is stored for the primary site
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Central Administration Site:

- Manages one or more primary sites
- Reporting

- Optional

Primary Sites:

- Site administration

- Client management and setlings
- Mandatory

Secondary Sites:

- Content and policy distribution for Bt
locations with low-bandwidth connections
- Use a partial copy of the site database

- Optional — T

SECONDARY-SITE SECONDARY-SITE CLIENT-COMPUTERS

Clients:

- Run the ConfigMgr client software
- Assigned to a primary site

- Receive policy/content from a
primary or secondary site

)
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SCCM Primer

SMS Provider
Interface for the console to interact with the site database via WMI or REST API
Allows indirect access to the site database

Installed on the primary site server by default but can also be installed
elsewhere

Configuration Manager console

The software that administrators use to manage a site via an SMS Provider
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Site Communication Protocols
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MSSQL
SMB
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Management Point Distribution Point
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Confighgr Console
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Used to install the client
software on computers

Must be admin on every target
computer

Results in many
overprivileged scenarios

SCCM has many accounts...

(2

Used to retrieve software from
DPs

(Sometimes) optional but still
wide-spread

Stored on clients (DPAPI) and
transmitted via computer
policy (obfuscated, not
encrypted)

Various accounts:
Domain join account
RunAs account

Network folder connection
account

Collection variables
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Client Push Installation

Used to deploy the SCCM client software remotely from the site server
Copies installation files to the ADMIN$ share and executes ccmsetup.exe

Uses configured accounts and the site server domain computer account,
which must be a local admin to successfully install or reinstall the client

software
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Automatic site-wide client push installation

The site server automatically tries client push installation on any computers it

discovers in the domain or network

Can be abused by creating fake device records, which cause the site server to

connect to the ADMINS$ share at an arbitrary IP address

Incoming NTLM authentication to the IP address can be relayed to other

workstations or SCCM servers (where the site server has admin privileges)
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Network Access Accounts

Domain account used to retrieve software from distribution points (DP)
(Mostly) optional, required for specific actions / scenarios

Requires minimal privileges: read the network share on the DP
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The Worst (and Most Common) Misconfiguration

Included in computer policy sent to all clients
Policy can be requested with control of a computer object
Credentials are obfuscated on the wire (no encryption)

Protected by DPAPI on the client, recoverable as admin
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The Worst (and Most Common) Misconfiguration

Overprivileged Network Access Accounts

e Due to so many different accounts, the same

god-mode account is often used

e E.g., Domain Admin, SCCM Admin, client

push installation (local admin on all clients)
e We find this All. The. Time.

e Creds may persist beyond account rotation
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NTLM Relay Primer

If an account authenticates (NTLM) to an attacker-controlled machine, the attacker
can forward the authentication to another system to access it using the relayed
account's privileges

E.g., to launch a C2 agent, add a user account, modify
permissions/configurations, etc.

Several bugs that Microsoft won't fix can be abused to force a computer to
authenticate to an arbitrary IP address using NTLM (a.k.a. coercion)

Printerbug
PetitPotam
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Hierarchy Takeover

How can attackers take over a hierarchy?

Obtain the Full Administrator role in ANY site
The site database Is shared by all sites

Own one primary site, own them all

21



Hierarchy Takeover

Why do we care?

Allows arbitrary on all

clients

Allows access to features like CMPIvot,

Run Script

Allows ability to impact availability of

software

THE HIERARGHY NOW
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Hierarchy Takeover

Key concepts

The primary site server's computer account
Local admin on the site database server
Sysadmin on the site database
Local admin on every other site system role

If we can
authentication to certain SCCM servers, we

be:

and relay the
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Hierarchy Takeover Attack Paths

Coerce NTLM from site server or SMS Provider - Relay to MSSQL on remote site DB
- Grant Full Admin
Coerce NTLM from site server - Relay to SMB on remote site DB server
- Compromise/impersonate DBA, Grant Full Admin
Coerce NTLM from site server = Relay to HTTPS on remote SMS Provider
- Grant Full Admin
Coerce NTLM from site server - Relay to SMB on remote SMS Provider server
- Grant Full Admin via WMI
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The Perils of Excess: A Tale of Unbridled Access and Forgotten Accounts in SCCM

Local admin (LA) on every client found in PXE media

on SharePoint

Configured with client push installation account (LA

everywhere)
Configured with DA account
LA on every SCCM site server

Previous (legacy) NAAs recovered from CIM

Repository
AdminTo ADFS servers -

Two DA accounts (disparate domains) configured -

2024
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Booting Up to Boss Level: A Domain Controller's Unexpected Journey
When domain join accounts own the domain

J SCCM domain-join accounts (DJA) are used to join new

computers to the domain after PXE booting
) Pushed out via task sequence policy

. The account used to join a computer has ownership rights on

the computer

) This account joined servers to the domain which were later

promoted DCs

. DJA (present on all clients) had ownership rights over DCs
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Why not both?

SCCM Clients

e Sites can be configured to enroll domain controllers |
as clients | - ISITRDC
ORSCCM CLIENT? ‘

e If we can takeover the site, we can compromise the
domain controller through remote execution

e SCCM execution methods:

o Application deployment
o Script deployment

~ ’ o\
' ) l
Al
Why don’t we have both? B

o Package deployment

spEcTEROS
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Crawling Through the Darkness

From Random Connection String to SCCM Admin

1. Connection string found in script on network share
7. Authenticate to the MSSQL DB

3.  Crawl three SQL links, ending at the SCCM site DB
4. Dump/Crack DBA credentials

5. Connect to SCCM site DB

6.  Grant Full Admin

/. Host C2 payload on public file share

8. Execute beacons on client domain controllers as SYSTEM

SIS
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FOLLOW
-
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NTLM's Wild Ride: From Internal Blocks to External Box

What network restrictions?

1. WebClient installed on SCCM site server
2. VPN config prevented internal NTLM relay

3. Unprivileged -> ADIDNS record for internet box

4. Coerce auth from site server (HTTP)

5. Route to box on internet

6. Relay to LDAP -> Kerberos Resource-based Constrained

Delegation

Credit: @filip_dragovic
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Love at First Site: The Unyielding Pursuit of a Laptop Long Gone

Client push installation attempted to authenticate to computers

that no longer existed

Site server attempted to authenticate to the CISO's old laptop..

Every hour... for two years...

Creat ADIDNS record for the old computer name, point it at
i i ; ACGEPTIMY l}lIEHI PUSH?

our machine, capture/relay the authentication

30
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Misconfiguration Manager

Living knowledge-base that aims to ease SCCM attack path
management

Contains foundational, offensive, and defensive write-ups for most
known techniques

Introduces a taxonomy to simplify and demystify concepts (a la Certified
Pre-Owned)

Based on MITRE ATT&CK and inspired by the SaaS Attacks Matrix
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Misconfiguration Manager

PXE App
Credentials Deployment

Script
Deployment

App
Deployment

Script
Deployment

ADCS Relay

LDAP Relay

Relay to Site
Server SMB

Relay Client
Push Installation

Relay to DB
MSSQL

Relay to DB
SMB

Relay to ADCS
Relay to
AdminService

Relay CAS to
Child

Relay to SMS
Provider SMB

Relay between
HA

App PXE
Deployment Credentials

Script Policy Request
Deployment Credentials

DPAPI
Credentials

Legacy
Credentials

Site Database
Credentials

LDAP
Enumeration

SMB
Enumeration

HTTP
Enumeration

CMPivot

App Deployment

Script
Deployment

Relay to Site
Server SMB

Relay Client
Push Installation

Relay to DB
MSSQL

Relay to DB
SMB

Relay CAS to
Child

Relay to
AdminService

Relay to SMS
Provider SMB

CMPivot

CMPivot




Misconfiguration Manager Taxonomy

® & o

Retrieve credentials from PXE SMB relay on site server Application deployment
ROSUNECS Automatic client push NTLM Script deployment
Deobfuscate computer policy relay

Decrypt via DPAPI

Legacy credentials (DPAPI) UDAP Enumeration

SC UserAccount on Site DB .
- SMB Enumeration
HTTP(S) Enumeration

CMPivot
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SCCM Hierarchy Takeover Attack Paths

= = e

MSSQL on remote site database on remote site database on ADCS
O é 000 —)
NTLM coercion and relay from NTLM coercion and relay to

CAS to origin primary site server AdminService on remote SMS

Provider
&
* =y
NTLM coercion and relay to SMB NTLM coercion and relay to SMB NTLM coercion and relay HTTP to
on remote SMS Provider between primary and passive site L DAP on domain controller

servers
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SCCM Mitigation and Detection Guidance

R

Currently 23 SCCM and AD
configuration changes to
mitigate the attack techniques
covered

©®

Strategies to detect SCCM
attack techniques and attack
paths

&7

Deception techniques that take
advantage of SCCM
misconfigurations
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Misconfiguration M

anager: A Glimpse

TAKEOVER-1

Description

MITRE ATT&CK TTPs

Lateral ent

Requirements

Coercion

37



Misconfiguration Manager: A Glimpse

Summa ry On Windows, using sharpsccs

By default, the Active Directory domain computer accounts for prima te servers, systems hosting the SMS Provider role, CAS site servers,
ve site servers are granted the db_owner role in their respective site's MSSQL database. An attacker who is able to successfully coerce

\Sharps -n lowpr

MTLM authentication from one of these accounts and relay it to the site database can use these permissions to grant an arbitrary domain

L [+] Connecting to \\SITE-sMs\root\sMs\site_psi
account the SCCM "Full Administrator” role

[+] Executing WQL query: SELECT * FROM SMS_R_User WHERE UniqueUseriame LIKE 'Elowprivi
Impact

The "Full Administrator® security role is granted all permissions in Configuration Manager for all scopes and all collections. An attacker with this
privilege can execute arbitrary programs on any client device that is online STEM, the currently logged on user, or as a specific user when

they next log on. They can also leverage tools such as CMPivot and Run Script to query or exacute scripts on client devices in real-time using
the Adminservice or WMI on an SMS Provider,

28238721132400. 08080@+= ==
AGEMT, SMS_AD_SE G D WERY_AGENT
PS1, PS1
28238721202501.0000088+***  102308832282582. 220888+ **
Defensive IDs

CH=Low Priv,CN=Users,DC=MAYYHEM,DC=LOCAL
ginName: MAYYHEM.LOCAL
Usertame: Low Priv

ENT-2: Disable Fallback to NTLM

tequire SMB signing on site systems

Xequire Extended Protection for Authentication (EPA) on AD CS CA alone site databases

SUthChI‘quUES rkoperatingSy ._m: Windows
@ Can't display UInts

* TAKEOVER-1.1: Coerce primary site server

* TAXEOVER-1.2: Coerce SMS Provider ResourceTy

* TAKEOWER-1.3: Coerce passive site server 5 i supName:

uelseriame: MAYYH

UseraccountControl: &5843
UserContainertame: MAYYHEM\USERS
The steps to execute TAKEOVER-1.1 through TAKEQVER-1.3 are the same except that 2 different system is targeted for coercion of NTLM YYHEM\Domain Users
authentication. |

Examples

1. (Linux) Use scemhunter to get the hex-formatted SID of the Active Directory user you'd like to grant the Full Administrator role in SCCM, Userpri IName: lowpriv@MAYYHEM.LOCAL
s well as the MSSQL statements required to grant the role to the user: WindowsNT]
$ pythen2z sccmhunter.py mssgl -dc-ip 192.168.57.182 -d M M.LOCAL -u 'lowpriv' -p 'P@sswerd' -debug -tu lowpriv -sc psi 2 E0I) o) G

[13:13:33] DEBUG [+] Bind successful ldap://152.168.57.18@:389 - cleartext

[13:13:33] INFO [ fesolving lowpriv SID... References

[13:13:33] DEBUG  [+] Found lowpriv SID: S-1-5-21-622943783-4251214699-2177486285-1112

[13:13:33] INFO [*] Converted lowpriv SID to exeleseeeeeeeeeees15ereaasDTs021256E6364FDADIS

[13:13:33] DEBUG  [+] Found comain netbiosname: MAYYHEM Chris Thompsan, SCCM Site Takeover via Automatic Client Push Installation, hitps sts.specterops.
13: 133] INFO [ use the following te add lowpriv as a site server Admin. - - B £ _. 1

! L B e Gl * client-push-installation-f567ec80d5h

USE CM_psi; IMSERT INTO REAC_Admins (AdminSID,LcgonName,IsGroup,IsDeleted,CreatedBy,CreatedDate,ModifiedBy,ModifiedDate, Sou Chris Thompsan, SCCM Hierarchy Takeover: Cne Site to Rule Them All, hitps specterops.ioy/scc

Garrett Foster, SCCM Hierarchy ver with High Availability, https ts.specterops. cm-hierarchy
7dcbd3eg

Garrett Foster, sccmhunter, https://github.com/garrettfoster13/sccmhunter

(Windows) Use sharpscem to get the hex-formatted SID of the Active Directory user you'd like to grant the Full Administrator role in SCCM,

and assemble the query based on the output from the example scemhunter command above, substituting the user SID, domain, and site )
Chris Thompsan, SharpSCCM, http hub.com/ em,/SharpSCCM

code ( ps1 in this example) where appropriate
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Misconfiguration

PREVENT-4

Description

. Azure Active
Directory

Site
Enhanced HTTP

=g Management point Distribution point

HTTP I HTTP

g=| Site

Configuration Manager client = Configuration Manager client

b up ordamain joined Azure Active Directory d

Manager: A Glimpse

standard HTTP

Linked Defensive IDs

39
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Misconfiguration Manager
Helping you manage SCCM attack paths

e There is SO much more work to be done:
o Offensive research
o Detection strategies
o Configuration guidance

e We want to hear your stories and ideas!

e Pull requests welcome and encouraged

e Collaborate with us in #sccm on BloodHound
Slack

o Invite link: https://ghst.ly/BHSI|ack

- - »
. s wm - A A

https://misconfigurationmanager.com
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SCCM's flaws exposed,
Missteps in the code's weave shown,

Security frays.

Chris Thompson | @ Mayyhem
Duane Michael | @subatOmik

Garrett Foster | @garrfoster
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